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Introduction

As subscriber-originating network abuse increases, Internet Service Providers (I SPs) have been required to
enforce more proactive measures in an effort to protect their networks and the traffic originating wherefrom.
MBotsOand bot networks ((otnetsd) have become an increasingly popular mechanism for spammers and
hackers to abuse the network through the propagation of spam, viruses and other forms of maware. This
malware is surreptitiously planted on subscribersCpersona computers without their knowledge and as aresult
end-user subscribers are overwhelmingly targeted as the unwitting accomplices in these mdicious networks.

In an effort to reinforce the MAAWG mission to preserve eectronic messaging from online exploits and
abuse, the MAAWG Botnet/ Zombie Subcommittee recommendsthe following best practices asthey relate
to the implementation of awdled garden. A waled garden refersto an environment that controlsthe
information and services that a subscriber is dlowed to utilize and what network access permissons are
granted. The primary god of these practicesisto help end-users become aware of and remove unwanted
programs or maware resding on their persond computers and to gop the network from being used for
abusive purposes. Unless saed otherwise, dl recommendaions are the reponsbility of the ISP to
implement.

The uses and definitions of key wordslike MUST, SHOULD and MAY used throughout this document are
to beinterpreted as described in RFC 2119.

I. Criteria for Exit And Entry To/From Walled Garden Must Be Concise

In an effort to educate usersto the risks and issues associated with amadware infected persona computer,
|SPsMAY implement awaled garden for new user accounts or any account tha they deem as being risky or
generaing suspicious traffic. The entry and exit criteriafor the walled garden must be clear and concise so
tha it can be undastood by the end user.

Recommendations Summary:
a MUST provideaclear notification of the suspected problem; e.g., usng the network outsde

of the Acceptable Use Policy (AUP). MUST dso provide an explanation for the notification
and an overview of the recommended process to remediate or clean the computer of
maware.

b) MAY redirect HT TP [80] to the gppropriate quarantine Web address or Web ste
respectively.
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h)

MAY redirect botnet command and control traffic to ahoney network for anayss.

SHOULD manage dl outbound SMTP [25] to aquarantine areaor honey pot Message
Transfer Agent (MTA).

SHOULD dlow ingtant escape based on trust. Trust can be asserted through an action that
indicates a clean persond computer or arequest to use the network Gs isOfor aconfigurable
period of time,

MAY provideexit if certain | SP-gpproved clean-up or security software is downloaded and
instaled.

Thel SP MAY useinternd subscriber reputation metrics (deermined using detection
techniques such as content filters, degp packet ingpection, and behavior usage paterns) to
trigger entry or exit events from the walled garden.

The|SP MAY use technologies to automaticaly identify the subscriber® security posture as
advertised by ingdled and trusted subscriber client software.

II. Remediation Experience Must Be Convenient to the End User

As | SPs continue to make effortsto protect their networks and subscribers from maicious abusg, it is
important for 1 SPsto do thisin away that is not unreasonably cumbersometo theend user. In orde to
recoup the investment, the ISP MAY aso choose to make remediation tools avallable a a cos to the end
user. Thosetools MUST be madeavailable viaameans that is congistent with the | SP@typica support
environment. Additiondly, the walled garden MUST alow access to Web sites so that the end user can
download criticd, gpplicable software updaes and patches, either through direct access or viaindirect proxy
connection mechanisms. (This presents the possibility of the provider or the contracted ASP offering
remediation viaasingle portd, like Microsoft does with its Windows Updae and the multiple new driver
downloadsit initiates on your behdf.)

Recommendations Summary:

a)

b)

f)
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h)

MUST be ableto provideeither free and/or fee-based remediaion dternatives (or linksto
exiging online tools).

MUST present recognizable information that legitimizes the experience as an officid | SP
N otice and Remediation Process. Examples of thisinformation includedaasuch asan
account number or secret question answer.

MUST provide detals on how to contact cusomer support for assstance.

SHOULD not require areboot of the end user®@persona computer for remediation
experienceto take effect.

MUST providelinksto URLs and domainstha help resolve the unwanted condition with
OS patches and security updéates (if gppropriate).

SHOULD provide CClick to Chat with Customer SupportOor athird-party providing
customer service on behdf of the | SP.

SHOULD provide | SP support or abuse contact information (e.g. phone number).

SHOULD ingruct customers sending mdicious SMTP [25] tréffic to reconfigure Mail User
Agents (MUAS) to send outbound emall traffic over port 587.
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i) SHOULD present unique remediation experiences depending on the unwanted condition
and past user actions, i.e. auser SHHOULD see an experience tha provides afix for the exact
problem or type of maware suspected.

) SHOULD provideasecurity client that is minimaly intrusive; downloads quickly; easily
ingtals without conflicting with other gpplication software, such as an dready configured
security client; doesnot require areboot; and does not require afull scan of the computer to
detect and remove maware.

k) MUST dlow for redirection exceptions so that the user is permitted to utilize emergency
online services

ITI. End-User Education Should Be a Primary Focus

Snce the end user istypicdly the wegk link in the security chain the |SP SHOULD make reasonable efforts
by way of documentation available on their Web ste so tha the end user can proactively educate themsalves
on how to mitigate risk of maware infection. As such, documentation in the form of FAQS, support videos,
tutorids, and a searchable knowledge base SHOULD be made available to the end user. If provided, these
materids MUST be made available to the end user viaamethod that is consstent with the look and fed of
the | SP@ customer service interface. Additionaly, the available documentation SHOULD be broad enough
to cover gpplications across severd different types of Internet technologies and across severd different types
of computer OS(eg. Windows, MacOS Linux).

Recommendations Summary:
ad MUST present recognizable information tha legitimizes the experience as an officid 1P

N otice and Remediation Process. Examples of thisinformation includedaasuch asan
account number or secret question answer.

b) SHOULD provideintuitive user education via FAQs and tutorids.

c) SHOULD providedternative learning center tools such as asmple video greeting and search
knowledge centers.

d) SHOULD provideeducationd information for multiple types of gpplicationsincluding emal
(POP3/SMTP) and browsing (HTTP).
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