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| ntroduction

While MAAWG ison record as recommending that the best option for controlling the flow of unwanted
email traffic from an | SP@ customer space, especialy the | PO dynamic address space, is to block outbound
port 25 traffic from tha pace', MAAWG recognizes that such blocks may not be possible for some | SPsin
ether the short term or the long term. This document will spell out dternatives for such | SPs, recommending
methodsthey can use to share their dynamic space information with others and alow remote Stesto reject
inbound mail traffic from dynamic address space.

Definition of Terms

The meaning of the phrase Qiynamic | P addressOhas evolved over time. In the days when most | SP
customers accessed the I nternet through a didup connection, the pairing of an | P addressto acustomer was
in most casestruly Qlynamic.O An | P address could be assigned to multiple different customers over the
course of aday, depending on how many didup connectionsthe | SP could support; or, one cusomer might
use multiple I P addresses in agiven day, dgpending on how many times he connected to his provide a
various times during the course of the day.

Today, with the Glways onOnature of DSL, cable modem and other emerging technologies, a customer
might conceivably have adynamic | P address that does not change for months a atime. So long asthe
modem is not powered off for along period of time, and s0 long as the | P does not assign anew | P address
to that modem, there isno reason to think that the | P address will ever change. ThelP addressis ill,
however, properly caled QiynamicQ it is not Gtatic,Oas control over the assgnment of the | P addressto the
modem lies solely with the | SP, and that assignment is done using DHCP.

Background

Computers infected with maicious software are the sources of most spam today. Typicdly these computers
use didup, DS or cable modeam with adynamic | P address to connect to the Internet. These computers are
organized into networks caled rotnetsOand used by crimina spammers, dmost certainly unbeknownst to
the physica owner of the infected computer, i.e.,, the | SP customer. These spanmersthen usetheinfected
computer to send their unwanted traffic to mail servers around the world.

' MAAWG Recommendation © Managing Port 25 for Residential or Dynamic | P Shace D Benefits of Adoption and Risks of
I naction
2 http/ / en.wikipediaorg/ wiki/ Dynamic Host_Configuration_Protocol
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In years padt, the only solution to this problem consdered acceptable by Internet experts was for the | P
providing connectivity to an infected computer to work with its customer to clean up the computer and stem
theflow of infected mail from it. Allowing emall traffic from such compromised host computersto egress
the | SP@network and reach remote mail servers was seen as inflicting unnecessary cost on the remote
networks, and so | SPswere cdled upon to prevent such traffic. While the responsbility for cleaning up
infected computers and controlling traffic from them gill ultimately lieswith the | SP and its customers, the
preponderance of heavy network traffic, such as video and music downloads peer-to-peer file sharing, and
other file exchanges, has madeemail traffic such aminima part of the overdl network-usage picture tha
stes now consde blocking the inbound traffic a their own edge to be an acceptable dternaive. Aslong as
the spam does not reach asite@mailbox holders and inflict any damage on them, the problem is considered
solved asfar asthetarget Steis concerned. In orde to assst target Stestha have alocd policy to refuse
traffic from dynamic | P address space, | SPs must make such space easily and correctly identifiable so that
stes can implement such policies a little risk to legitimate mail traffic.

Sharing Dynamic | P Address | nformation

S0 long as their policies permit, | SPs should share their dynamic address space with others by doing one or
more of the following:

=  Share addressligs, by CIDR block, with public information sources, such as, but not limited to, the
Spamhaus PBL, the Trend Micro (MAPS) DUL, the SORBSDUHL,, and other lists of dynamic
address space.

=  Shareaddressligs, by CIDR block, with other stesand providers which may not be making use of
commercid or public DN SBLs listing dynamic address space. Make this information easily found on
your postmaster or support Web ste.

= Make dynamic address space easlly identifiable by reverse DN Spattern, preferably by aright-
anchor string; by Qight-anchor string,Owe mean that the pattern chosen should be such tha one
may say tha dl reverse DN Srecordsending in *.sometext.example.com are those that identify
dynamic space. See below for examples.

= Make dynamic address gpace easlly identifiable by WHOISlookup. See below for recommendations.

Advantages and Disadvantages for Each Approach

Each gpproach discussed above has both good points and (potentidly) bad, and these must be undestood
by any | S° undetaking any of the srategies.

Sharing | P Address Lists

Before an | SP can consder sharing its | P address lists with others, it must first ensure tha it has maximum
homogeneity in its space assgnment. Dynamic address space must be kept separate from static paceto the
fullest extent possible. A good rule of thumb to follow hereisto ensurethat any given /24 CIDR block (i.e.,
anetwork mask of 255.255.255.0) is either entirely dedicated to dynamic address space, or that it have no
dynamic I P addressesin it. Steswishing to block inbound traffic from dynamic space may not be ableto
filter on networks with amask smdler than /2 4 (e.g., 255.255.255.128).
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The advantagesto an ISP sharing | P address lits with othersinclude

» |Paddressligs are most easily incorporated into existing filtering schemes, either through mail server
rejection lists or policy rulesimplemented a the network level.

= |Pstha sharether address lists with multiple public DN SBLs ensure the widest dissemination of
the daa, as each ligt is used by thousands upon thousands of stes.
The disadvantages to this gpproach include

= Another step is added to the | SP@process for maintaining | P address assgnment information.
Whenever new space is put into use, or a space@assignment changes from or to dynamic address
pace, the | SP mugt notify dl consumers of the information as part of its processes.

= In concert with the | SP notifying others aéout the new space assgnments, the | SP then must rely on
the consumers of the daato make updaesto ther listsin atimely fashion. A DNSBL or ste that
lags behind the | SP in reclassifying the | SPO space can adversely impact traffic from the | SP@ static
address space.

Making Dynamic Space Easily | dentifiable by Reverse DN S Pattern

Another way that an | SP can announce its dynamic space to othersisto ensuretha it al has aconsstent
reverse DN Spattern assgned to it, and tha the reverse DN Spattern clearly indicatesthat the spaceis
dynamic. Moreover, having this pattern be part of aright-anchor string for therDN S rather than aregular
expresson with avariable part in the middle, is the ided gpoproach to minimize the number of patterns and
dlow for effective usage of them. While both Mathew Qullivan® and D . Senie and Sulliven” have written
extengvely on thistopic, some examples of both good and bad existing gpproaches should be mentioned
here:
Examples of right-anchor stringsin use a the time of thiswriting include

" resrr.com

= dynamic.covad.net

= dhcp.bluecom.no

= jpt.aol.com

The advantages to sharing dynamic address space by reverse DN Spatern include
= |t addsno extra stepsto the publishing process.

= ThelSP controlsthe DN Sdaafor itsown space, and therefore it has full control over the timing of
the publishing of such daa

= DN Schange management, including lowering of TTLs, can be done in concert with network space
dlocation.

The disadvantages to this gpproach include

= Filtering traffic based on reverse DN Shas not been as widdy adopted as hasfiltering by 1P address
or network and such a scheme does not lend itself easily to policy rules on network devices.

3 http/ / www.toolsietf.org/ html/ draft-msullivan-dnsop-generic-naming-schemes-00.txt
* http:/ / tools.ietf.org/ html/ draft-ietf-dnsop-reverse-mapping-considerations-05.txt
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= |SPstha do not have aright-anchor string pattern currently will face chalengesto put onein place.
The work is not technicdly difficult, but depending upon the amount of network space involved, it
could entail sgnificant amountsof effort. It is not impossibleto get thisdone, even in alarge | SP;
one MAAWG member with millions of customers successfully migrated its cussomer spaceto a
common right-anchor string pattern over aperiod of severa monthsin 2005.

Making Space Easily | dentifiable through WHOIS

The lagt gpproach this document will discussis for | SPsto make their dynamic space easlly identifiable
through WHOI Sinformation. For given WHOI Soutput, such asthis:

OrgName: Road Runner HoldCo LLC
OrglD: RRMA

Address: 13241 Woodland Park Road
City: Herndon

StateProv: VA

PostalCode: 201 71

Country: US

ReferralServer: rwhois://ipmt.rr.com:4321

NetRange: 24.24.0.0 - 24.29.255.255
CIDR: 24.24.0.0/14, 24.28.0.0/15
NetName: ROAD -RUNNER1

NetHandle: NET -24-24-0-0-1

Parent: NET -24-0-0-0-0

NetType: Direct Allocation

NameServer: DNS1.RR.COM

NameServer: DNS2.RR.COM

NameServer: DNS3.RR.COM

NameServer: DNS4.RR.COM

Comment:
RegDate: 2000 -06-09
Updated: 2002 -08-22

RTechHandle: ZS30 - ARIN
RTechName: ServiceCo LLC
RTechPhone: +1 -703-345-3416
RTechEmail: abuse@rr.co m

OrgAbuseHandle: ABUSE10 - ARIN
OrgAbuseName: Abuse
OrgAbusePhone: +1 -703-345- 3416
OrgAbuseEmail: abuse@rr.com

OrgTechHandle: IPTEC - ARIN
OrgTechName: IP Tech
OrgTechPhone: +1 - 703-345- 3416
OrgTechEmail: abuse@rr.com
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| SPs can assign to the NetType or Comment fidld N preferably the NetTypefidld N avaue that clearly
indicates that the range in question is dynamic space. WHOI S daahas awell-known format and tools exist
or can bebuilt to parseit. Therefore, so long as astandard term can be agreed upon to communicate that
the gpace is dynamic, this can serve as another method for announcing that network space is dynamic.

The advantages to the | SP choosing this method for sharing its dynamic space include

= Aswith thereverse DN Smethod of sharing dynamic space information, the | S° controls the entire
process, in tha it can updaethe NetType field in its RWHOI Sanswer as part of its space dlocation
management process.

The disadvantages to this method include

= Thereisno useful way for aste to make direct use of this information during the SVITP transaction;
WHOI S queries cannot be made and parsed while the SVITP connection is active a any meaningful
volume. Any site wishing to block mail from an | SP& dynamic space will have to write tools that
make periodic WHOI S queries based on | Ps seen in its own inbound logs, and then build itsfilter
lists based on daareceived from those queries.

= |t isdso incumbent on the ste consuming the WHOI S daato make regular vaidation queriesto
ensure that the datait has previoudy collected about agiven | SP@ spaceis current and correct. As
there is no push notification available for WHOIS data, an | S°P changing its Net Type for agiven
range has no way to notify those who may have consumed the previous daa before changes were
made Therefore, steswill have to query thisdaaa least once per day to ensure currency.

Conclusions

This document enumerates ways that | SPs can share their dynamic address space with others, and includes
advantages and disadvantages to each gpproach. While an | SP preventing direct-to-MX (i.e., outbound port
25) traffic from leaving its dynamic customer address space is sill the preferred solution to the problem of
gpam coming from these networks, MAAWG recognizes that some | SPs cannot implement this step & this
time. For those | SPs, it isimportant they make their dynamic address space known in as many different
formats and forums as possible by one or more of the methodsdiscussed in this document. Doing this will
support the many stes wishing to refuse traffic from such space, in kegping with their policies.
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