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Executive Summary

Introduction:

This doumat srves asan exaativesummary d theMAA WG Sede Bet Canmunictians Pradices (BCP) Satias3
and 4. Pleeerda totheprindpd BCP V @san 1.1 fa Satians 1, 2 and 5 and fa moreddal an Sations 3 and 4:
http//w wwmeangadabot/M AAW G_Seder BCP.

The Senda Subcommittee has set forth Best Communications Practices (BCP) as part of the misson of
MAAWG to reduce message abuse. The BCP creates a greater trangparency between senders of bulk mail
and the receiving operaors. This trangparency helps distinguish legitimate mailers from spammersand the
BCP dso advocate technologies and practicestha help to make email amore secure and reliable
communication channdl.

While this document outlines industry Best Communications Practices, it is dso understood that not dl
receiving networks and senders will implement al of these practices due to the complexity of the network
infragtructures, public policy consderations and the scalability of network platforms.

BCP Overview

There arefive primary topics and recommendaions set forth in the BCP. These five topics are meant to
cover everything from the habitua practices of mailing to more technicd recommendaions that ded with
emall sending architectures and the unsubscribe mechanisms as components of the emal ecosphere. This
document is presented as asummary primarily of Sections 3 and 4 of the BCP because of the technica
discussions involved in these sections. Thereisdso aligt of ddfinitions and an ESP Vetting Questionnare a
the end of this document to assst reade's. The remaning sections of the BCP should be understood as they
are written.

Section 3: Enhancing Sender Accountability and Messaging Reputation
Section 4: Managing Delivery Errors and List Maintenance

Enhancing Sender Accountability and Messaging Reputation
The communication between the sending and receiving servers is sometimes referred to asthe handsheke.O

That handshake needsto hgppen on afoundation of trust based on the technologica solutionstha have
been developed to establish identity and accountability.
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Emal authentication should be adopted by adl mallersto help identify the originator of the email. These
technologies take severd forms, from path-based to cryptographic solutionstha necessitate apublic/p rivate
key pair. Every aspect of the sending architecture, from the initid HELO to the sending domains, should
clearly identify the sender or the sender@dlients. Authentication is one component of clearly identifying |P
addresses. Dedicated | P ranges should be employed in the transmission of emall where reverse lookups on
those domains clearly identify the brand and Web ste of the sende.

| SPs have put forth Acceptable Use Policies (AUPS) for anyone wishing to transmit mall into their
networks. These should dways be consdered wherever possible and be referenced as part of the due
diligence involved in esablishing areputable maling campagn. One component of areputable campaign is
awedll-coded message that ddivers relevant and clearly identified content. This may include atracking pixel
and/or cookie thet is clearly defined by the sender@Privacy and P3P (Platform for Privacy Preferences)
policies. The emall should dso be free of atachments, large images, and forms or scriptsthat are commonly
used by senders of mdicious and fraudulent email.

A) 1SPs have established Acceptable Use Policies (AUPs) with messaging rules to be read and
implemented before atempting to ddiver mall to their domains. Sende's should take note of any
and dl AUPsfor the domains to which they plan on ddivering messages. In addition to the policies
st forth by the receiving domains, mailers should be avare of any and dl policies set forth by ther
| SPs and hosting companies.

B) Sendesshould incorporate as many authentication sandardsand technologies as their sysems can
support for each of their messaging streams. Transactiond, Marketing and Corporate. These
sandardscan range from mechanismstha help identify mailers by linking I Psto domains (Sender
Policy Framework, known as SPF, and Sender 1D) to more complicated cryptographic technologies
like Domain Keys I dentified Mail (DKIM). At the very least, sende's should incorporate SPF
recordsfor their mailing domains. Senders should consde joining industry groups such as
MAAWG, the ESPC, EEC and othersto participatein the growth and adoption of best
communications practicesin theindustry.

&-"

Legitimate Senders

=| ) @{ = \"ES —t— -—’j:> L%'Eﬁ p— »l,g; o W‘:> \?,rj

Aecepted Passed Favorably Placed |nberc
Authentication Check Recetver Access Rules Gateway Server

SPF > Mall Class =
SenderlD > Reputating Rating A A J
DK > Permision f| L ﬂ
DKIM > Traffc Imits T : Bulk
5 ol
A -
A\ Junk

AT 5 . : Reputation Database
\ Authentication as an integral part of the mail delivery stream
N P

Diagram courtesy of StrongMail Systems, Inc.

MAAWG Sender Best Communications Practices, Executive Summary 2



SPF/Sender ID Authentication

Sending Server
[sender.com] |
m ~

—_—
= | Message to jsmith@domain.com
— from sender.com (IP 216.31.248.231)

Receiving Server DNS Server
[domain.com] (l LR l) [sender.com]
.
Is IP address 216.31.248.231 authorized IP 216.31.248.231 is authorized
to send email for sender.com? to send email for sender.com

Access Rules
[domain.com]

Is sender.com a“good guy”?

Diagram courtesy of StrongMail Systems, Inc.

DKIM Authentication

Sending Server
[sender.com]

—
L: ~ | Message to jsmith@domain.com
% from sender.com with DKIM key

Receiving Server DNS Server
[domain.com] (' LR ') [sender.com]

Are the sending domain sender.com and DKIM key
and DKIM key valid for this email? are valid

Access Rules
[domain.com]

Is sender.com a “good guy"?

Diagram courtesy of StrongMail Systems, Inc.
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= Different messages will have different requirementsin terms of confidentidity and privecy.
It isimportant to note that emall authentication is not ameansto secure confidentid
message content. Concerns of confidentidity should be addressed through secure messaging
technologies.

C) Oneof the chdlengesthat sendeasfaceistha of differentiation. From the pergpective of 1SPs,
legitimate bulk mail may seem like UCE (unsolicited commercid email). In order to help identify
themsalves, legitimate senders should take stepsto help mantain ther identity as ameans of
accountability through the proper configuration of their emall headers and DN Srecords These
configuraions should includethe following consdeaions.

= Domain owners should ensure that they include accurate information in the WHOIS
daabase, which identifies owners of domains and how to contact them by entering the
stable parent company, point of contact and name servers. Each registered doman has an
entry in WHOIS

= All thelP addresses used to ddiver and recelve mail should be st up with areverse lookup
s0 tha senders can be identified by their | P addresses. To mantain consstency, senda's
should match reverse DN Snames (for their | P addresses) to the forward lookup for those
addresses.

= |n addition to amatching and consstent reverse and forward DN Sto help identify | Ps, the
HELO/E HLO and MAIL-FROM should remain consstent for acampaign (aso for
subsequent campaigns of the same nature) and be presented in the form of adoman name
rather than an | P address. Changing names and/ or identifiers mid€ream during acampagn
can present sgnificant ddivery problems.

The HELO/E HL O should be configured to match the reverse lookup of the malling I P so
tha the doman remainsthe same across the various parts of the header and connection
mechanism. If multiple servers are used to deliver mail through the same externdly visible
IP, their HELO/E HL O should be within the same domain and not identify themsalves as
different domansto reman consstent.

= The GFromOname used in the mailing should be essily identifigble and relevant to the
malling. When considering how to identify the brand and campaign, consideraion should be
given to eadly identifying the company and brand through the domain part and the friendly
pat of the From name.

= When maintaning separate and unique | P addressesis not possible, sendasand/or
messaging providers should take measures to cregte congstent means of identification & the
domain level. The domain should reman the same across dl of the sende's and campagns
on the shared domain. A unique subdomain should be employed to separate and clearly
identify the mallers on that domain.

In addition, shared networks should try to be kept within the samerange of 1Pslikea/24
(al 255 1P addressesin aclass C network e.g. 255.255.255.[0-255]). The separation of
senderson ashared network should not stop a thedomain or the I P level. Effort should be
made and measures taken to separate mail based on content (e.g. transactiond vs.
commercid).
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* When deciding on adomain name, choose one that ultimately reflects and references the
sender@Web ste.

D) Sendesshould create transparent content for which they can be accountable.

= Verbiage requesting recipientsto add the sende to their addressbook should clearly state
that such action isnot aguarantee of ddivery.

= When congructing redirects in the body of the message, they should be smilar and
congstent and not multiple and varied. (Thisis not to be confused with dynamic domain
name-specific tracking links which are acceptable.)

= Refrain from sending large images, atachments or creating messages tha are composed
solely of an image(s).

= When employing tracking pixels (Web bugs or beacons), clearly sate their presence in your
public privecy or P3P policies.

E) Wherever possible, ssnders are advised to engage in aprocess of disclosure through whitelisting and
establishing feedback loops with the | SPs that provide them. Senders should actively monitor abuse-
relaed complants from individuds and | SPs with an understanding that every | P hastheright to
st their own abuse and complaint thresholds As amonitoring mechanism of the domains
described in Section 3C (see aove) senders are advised to setup role accounts: abuse@[domain] and
posmaster @[domain]. (For more information on role accountsrefer to REFC2821 & RFC2142.)

F) Sendeasneed to practice proactive due diligence before commencing aprogram of safe messaging
by being avare of the age of their lists and refraining from sending to inactive accounts. | SPs are
known to convert old accountsinto trapsto help them curb abuse by unscrupulous mallers. In
addition to the age of alist, senders should be aware of their clientsQist sources and differentiate
between different qudities of lists by employing their own anti-spam techniques and/or contracting
with athird party to help measure and characterize potentialy abusive accounts and ligts.

Managing Delivery Errors and List Maintenance

The other aspect of agood architecture is being ableto interpret and respond accordingly to the machine
responses referred to as bounces. Senders should become familiar with connecting limitations that 1 SPs
impose on the ddivery of email; too many connections may result in the blocking of the connecting I P and
refusd of further connections. More is not better in this case and sendea's should be avare of these nuances.

The bouncestha are sent back will include a codified message in the form of anumeric seriesand an
expandad decription sometimes cdled aD SN (Dédlivery Satus Notification). In order to comply with
established AUPs and to further digtinguish one®@ salf from the spammer community, sende's should have
mechanisms cgpable of reading and accuraély interpreting these bounce messages. Actions taken in regard
to bounces will range from unsubscription of invaid addresses on the first hard bounce, to limiting mailing
to adoman where ablock or some other form of service denid has been detected.

Whileit istrue that certain receiving domains emit mideading error codesin violation of RFC2821, it is best

to not compound the error and completely ignore them ether. 1gnoring them will cause ddiverability issues
with stestha do not issue mideading codes, which are in the vast mgority.
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A) Sendesshould be avare and able to monitor the Ddivery Satus Notifications (D SN's) and should
examinetheir SVITP logsfor other errors. SVITP ddivery errors are defined in REC2821 and REC
3464. The examples given in the latter may not aways exactly match the log*. Senders should
carefully examine the text of the error to better understand the ddivery problem.

B) In addition to describing errors, REC2821 setsforth guiddines for connection policies. Senders
should familiarize themsalves and take precautionsto avoid making too many connections, asthis
can result in atemporary block. When connection timeouts occur, sende's should be awvare of this
stuation and limit the number of connections they are trying to establish, asthistoo can result in a
block or complete denid of connections’.

C) When experiencing transient failures (such as 4xx errors’), senders should vary their retry attempts.
This variance may be partidly determined by the content and nature of the message itsdlf, asin the
case of atimed offer or legd updae. Theretry process itsdf should not continue for more than (4)
four days. The D SN should be examined as it may providefurther guidance. If the falures continue,
senders should evauate if their sending infrastructure isin compliance with the published AUP
(Acceptable Use Policy) @ the domain in question.

D) Besdestransent failures, senders may receive permanent failures’. Good mailing practice dictates
that permanent falures should be removed from the mailable list and unsubscribed. It is advised
that mailers assess the failures prior to removing the names and take into consideration that Qout-of-
officeOand Onailbox fullOerrors may show up as permanent failures and are indicative of a
correctable condition. Errors of the 55x_5.7.1° form are commonly indicative of ablock or sate of
being tha isin conflict with an | SP's AUP in addition to other error codesthat convey asmilar
saus.

I nvestigation should be made and measures taken to resolve the Stuation prior to re-mailing or
continuing to send mall to the domain. If no additiond information is present that might point to
another undelying cause for the permanent falure, sende's should remove the emal address and
not attempt mailing it agan.

Mitigating and Resolving Messaging Disruption Issues

Disruptions to the communication stream are bound to happen; it is the sende®@responsibility to keep logs
of wha they send and what is sent back to them in order to anticipate message disruptions based on a good
andysis of hard bounce rates, and complantsthrough | SP feedback loops, where available. Senders should
be able to digtinguish between the various forms of feedback, including machine bounces and end user

! Log refersto arecord of al the connection attempts, success and failures, that are kept by amail server.

%ltis important to remember that RFC2821 was written in 2001 Dlong before spam accounted for even 50% of all email Dand as
such, the examples given may seem quaint and outdated in comparison to today@ systems.

% axx refersto temporary or not permanent failure messages, e.g. mailbox full.

‘A permanent failure refersto an error message that informs the sender that the intended user doesn®exist a this domain,
similar to caling awrong number.

® Oneform of apermanent failure.
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complants. It isimportant to keep metrics on both as they will ad asender in distinguishing different facets
of list hygiene and ultimately help to keep the mailable population of ther clients current and productive.

When gopropriae, sendas should be avare of established practices and modes by which | SPs perform
contact resolution. Cdling the CEO of an | SP company will not help you get the block lifted, dthough it
might help change that dynamic block to something more permanent.

Keep in mind that asende®@domain is governed by their rules and the desires of their end users. Find
authority based on what is dlowed in and wha is denied rests with the controller/o peraor of tha domain.
When atempting to remediate a problem, take into account tha | SPsreceive billions of messages and the
technologies that help them identify and filter the good from the bad are not dways perfect, but they area
necessary tool in helping curb spam and fraud from reaching arecipient's mailbox.

Appendix A - Notes on Permission and Subscription Management
i) Permisson given by a subscriber can be revoked a any time.
i) Qubscriber permission, especidly a the confirmed (double) opt-in level:
a Avoidserroneous subscriptions due to typos and the accidentd addition of spam trgpsto amailing
list.
b) Playsapart of the overdl reputation of agiven mal stream but other factors, including additiond

mall streams (i.e. the overdl reputation of the sende), user complaints and | P history, may play a
more important role in the decison-making process used by receivers to accept mail.

Appendix B — RFC Resources

Information on RFCs is publicaly available on the World Wide Web a anumber of stes. Thefollowing
links are to the IETF (Internet Engineering Task Force) Web ste and archive of RFCs.

RFC Title
2142 Mailbox names for common services, roles and functions.

http://w ww.ietf.org/r fo/r fc2142 txthumber=2142
2821 Smple Mall Transfer Protocol (SMTP)

http://w ww.ietf.org/r fc/r fc2821.txt humber=2821
2822 I nternet Message Format

http://w ww.ietf.org/r fc/r fc2822.txt humber=2822

Appendix C — ESP Vetting Questionnaire

The following questions are designed as ameansto help marketers engage in adidogue about best
communication practices with aprospective ESP (Emall Sender Provider) partner. By no meansis this list
complete; however, it is derivative of the principds put forth in this document and is provided here as atool
to check conformance with industry-stated best practices.
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Do you incorporae and comply with public AUPS?

Do you provideddicated | Ps?

Do you provideadedicated | P for each type of message stream (marketing vs. transectiond)?
Do you match forward and reverse lookups for your |1 Ps?
Which methodsof authentication do you support and provide?
Which | SPs are you whitdlisted with?

Which | SPs have you established afeedback loop with?

Do you digtinguish between hard and soft bounces?

What is your hard bounce policy?

What is your soft bounce policy?

What isyour standad retry policy for soft bounces?

How do you handle connection timeouts?

Appendix D — Definitions

Definition Explanation

24 Short hand notation commonly referred to as CIDR ranges.
The/2 4 denotes dl the | Ps avallable in a class C network, or
the I Psfrom 0-255.

Address Acquistion: The subscriber enters an emall address, amessage is sent to

Confirmed Opt-in or Double | tha address, and the recipient must take affirmative action

Opt-in to confirm the subscription; for example, replying by email
or clickingaURL.

Address Acquistion: After entering an emall address, that addressreceives a

Notified Sngle Opt-in "welcome" message, possbly with further ingructions.

Address acquisition: Sngle Sngle-step Web-form or other subscription address

Opt-in where the recipient enters an e-mail address and messaging
begins.

Dedicated | P Ranges | Ps dedicated to the sending of acertain kind of traffic, such

as Corporate, Marketing or Transactiond, with no other sole
purpose and not shared between different brands clientsor
domains.

Dictionary Attacks A technique used by spammers where they guess parts of an
address or use random word generaorsto make up the
envelope portion of an email address, for example:
a@domain, b@domain, dbc@domain. No permission is
entailed.

Externdly Vigble P Thisisthe public | P as opposed to the private | P that is
used for identifying machines within a given network
through Network Address Trandation. Headers sometimes
providethe routing information that may include private
IPs. Theinternd | P schemais not a issue, only the IPs
across multiple serverstha are visble to the whole world.
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Forward Lookup

Refersto an ordinary lookup of the host nameto deermine
the undelying I P address.

From (Address)

The address that is seen by the end recipient and presumed
to be the GenderOof the email.

Header

Emall headers contain the routing, from, recipient, subject,
dae and other information given a the beginning of an
emall. (See REC2822)

HELO/E HLO

The HELO (or EHLO) isthe first command issued by an
SMITP client (MTA or MUA) to identify the name of the
sending machine. (See REC2821)

List Purchase

A ligt of addressesis sold to anew owner(s). If thelist is
only sold onetime to only one new owner, permissons may
day intact. If sold as multiple copiesto various sende's,
permission is quickly diluted or totdly lost.

Lis Rentd

An advertiser hiresalist owner to send the advertiserG
message to the owner's address ligt. Theligt does not change
hands

Mall Transfer Agent (MTA)

An SVITP server or some other device used for the sending
of emal.

Mail User Agent (MUA)

An emall client or some other commonly used program for
the sending of email.

MAIL-FROM

| ssued by the connecting MTA (mail server) via"Mall
From" SVITP command indicating where the emall
originated from, and used by SVITP to indicate where mall
transfer error messages (bounces) should be sent. Thisis
normally not seen by the recipient and should not be
confused with the Message From Address. (See REC2821)

Permission level: Opt-in

The recipient givestheir permisson before their address
is collected and before any messaging begins.

Permission leve: Opt-Out

Sender acquires addresses by means other than the
recipient's prior permission, and the recipient can stop the
mall upon request.

Request For Comment
(RFC)

"Request for Comment" are documents produced under the
aegis of the Internet Engineering Task Force (IETF) and are
the technica sandardsfor Internet protocols, formas and
other mail technologies such as SVITP

(emall) etc.

Reverse Lookup

Reverse Lookups dlow someone to deermine the host
name of an | P address. This provides alevd of
accountability and tracking. | P addresses enabled with a
reverse lookup, are helpful in determining the identity of the
IP.

Retry Attempts

Mail servers are configured to attempt and reddiver emall
tha has bounced based on the specific type of bounce that
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the mall server receives. These atempts are often times
configurable, as are the triggers for them. Retry attempts
refersto the subsequent attempts of the mail server onceit
has received theinitia bounce or refused connection.

Subdoman A domain that isasecond level domain of alarger domain
but till within that larger domain, for example:
foo.example.com, foo is a subdomain of example.com.

Traps Trapsor Spamtrgps can be long closed accounts reectived

by an administrator or brand new accounts setup and left to
gt & adomain without being subscribed to any list in order
to receive and track the emall recelved as ameans of
identifying spammers.

Theideaaisif the new account has never been subscribed to
aligt, every piece of emall it recelvesis sent without
permission and isthen consdered spam. In the case of an
old account that isreactivated, user unknown or hard
bounce messages would have been sent out for quite some
time and legitimate senders should have removed the
address from theirr lists. Once reectivated, those who send
emall to tha account will be flagged for poor list
maintenance or possibly even blocked in the future.
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