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Introduction

Thisis the second report generated by the Messaging Anti-Abuse Working Group (MAAWG) to definethe
scope of the problem of abusve emal. The MAAWG Emall Metrics Report isintended as aguideto
understanding the industry@ efforts in obstructing abusive emails before they reach users and in identifying
relaed trendsover time. Thisisavoluntary industry program that seeks to provide unbiased daafrom the
network operatorsCperspective.

With this quarter@resuits, we have been able to more than double our reporting base to over 350 million
mallboxes as aresult of new participating members. With additiond network operators and service
provides now reporting, we have updaed the numbers of the first report covering the last quarter of 2005
based on the daaprovided by the new participants. The Emal Metrics Program now covers a substantid
share of consumer inboxes on aglobd scae.

MAAWG issued itsfirst metrics report in March 2006 with statistics from the last quarter of 2005. This
second report coversthe period from January 1, 2006 through March 31, 2006 with updaed gaistics for the
last quarter of 2005. The quarterly results have not been compiled over agtatigticdly relevant period of time
to credibly identify specific trends

MAAWG is particularly suited to the task of measuring abusive email levels because its members include
mgor Internet Service Providers (I SP) and network operaors worldwide with other associated industry
vendors. MAAWG isthelargest globd trade association focusing on this problem.
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The 1st Quarter 2006 Results

Aswith the firgt report, participating | P and network operator member companies of MAAWG voluntarily
submitted confidentid dataabout their network operations for the first quarter of 2006.

Report #1 Report #2
Reported Metrics

P Q4 2005% Q12006

Number of Mailboxes Represented 350.277 Million 389.674 Million
Number of Dropped Connections

& Blocked/Tagged Inbound Email 342.070 Billion 370.158 Billion
Number of Unaltered Delivered Email 82.281 Billion 90.584 Billion

Report #1 Report #2

Selected Ratios

Q4 2005* Q12006
Dropped Connections & Blocked/Tagged

Inbound Emails per Mailbox 977 950
Dropped Connections & Blocked/Tagged 4.16 or 4.09 or
Inbound Emails per Unaltered Delivered Email 80.61% abusive email 80.34% abusive email

* The data for 4Q2005 has been updated to reflect the reporting of new participants.

What is Measured?

Number of Mailboxes Represented - Thisisthetota current cussomer mailbox count & the end of
the quarter. Thismetric isreported in million of mailboxes.

Number of Dropped Connections & Blocked/Tagged Inbound Emails ©DThe Number of
Dropped Connectionsisthetotd connections dropped by using RBLs (Red Time Blacklists) and other
devices. The sum of three months of dropped connectionsisin billions. The Number of Blocked or
Tagged Inbound Emalls is the totd number of emails blocked or tagged usng ASAV (Anti-Soam/A nti-
Vird) framework, MTAs (Mall Transfer Agents) and other recipient or message based rules, but does not
include MUAs (Mall User Agents). The sum of three months of dropped connections and blocked or
tagged inbound emailsis reported in billions. In thisreport, one dropped connection is equivaent to one
blocked or tagged inbound emall.

Number of Unaltered Delivered Emails - Thisisthetotd number of emallsthat were not blocked or
tagged by the network operator@ anti-abuse efforts and have been ddivered to cusomers. The sum of
three months of ddivered emallsisreported in billions,

Explanatory Notes:

» Abusive Emails: The onething this report does not atempt to define is Gpam.OEven though agrest
ded of time and energy has been devoted to clarifying thisterm, thereis no universaly accepted definition.
The precise definition of spam differs dightly from jurisdiction to jurisdiction in accordance with loca
lavs. For example, in Europe and Canada, spam is based on an (pt-inOgpproach, wheress the United
Sates has adopted an Qopt outOapproach. Nevertheless, most would agree that GpamOcan be defined as
electronic communicationsthat likely are not wanted or expected by the recipient.
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What is more, in working to reduce spam, the industry has become increasingly focused on the behavior
of the sender ingtead of only looking at the form or content of amessage. In thisreport, therefore, we
measure Gbusive email,Owhich we believe to be amore accurate term. Abusive emails are
communicationstha seek to exploit the end user.

* False Positives: Given the massve volumes of emall that transverse the networks everyday, one of the
chalenges facing | SPs and network operaorsis how to differentiate between abusive, unwanted emails
and legitimate messages sent to alarge number of recipients. A Gdse positiveOis the term generaly used
to describe legitimate messages tha have been blocked or tagged by a pam filter or other mechanisms
intended to stop abusive emall. Theissuestha arise in the context of accurady defining and accounting
for fdse postives are amilar to those associated with defining spam. Therefore, this report does not
atempt to account for any Qdse postives,Oleaving that assessment to others.

' ISP & Network Operator Data: Asnoted above, this aggregated data has been obtained exclusvely
from | SPs and network operators who are members of MAAWG. |t does not includeinformation
generated separately by anti-abuse solution providers or vendors.

" Minimum Number of Mailboxes: Thisemall metrics program is based on aminimum threshold of 100
million mailboxes as we believe this number is satigticdly sgnificant.

' Dropped Connections: A dropped connection occurs before the number of recipients or emailsis
known. It istherefore impossble to deermine how many abusive emalls per dropped connection were
prevented from entering the network. Moreover, when a connection is prohibited, i.e. Gl routed Othere
is no connection to count and so these are not factored in the number of reported dropped connections.
As aresult, asubstantid volume of abusive emails are never likely to be counted. However, it isa
conservative eimate to say tha each dropped connection correspondsto a least one abusve emal. This
metric, dthough imprecise in and of itsef, gives a sense of the magnitude of abusive emailstha are not
even penetrating the operator@network.

-end -

MAAWG Email Metrics Report #2 (Q1 2006) 3



