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To efficiently address any Stuation, it is necessary to understand the scope and depth of the problem. This
Messaging Anti-Abuse Working Group Emall Metrics Report atempts to define the scope of the problem of
abusive email. This report isintended as a guideto understanding the industry@ efforts in obstructing
abusve emalls before they reach users and in identifying related trendsover time. Thisisavoluntary
industry program that seeksto provide unbiased datafrom the network operatorsCperspective.

MAAWG is particularly suited to the task of measuring abusive email levels because its members include
mgor Internet Service Providers (I SP) and network operaors worldwide with other associated industry
vendors, MAAWG isthe largest globd trade association focusing on this problem.

The 4" Quarter 2005 Results:

For thisfirs report, participating | SP and network operator member companies of MAAWG voluntarily
submitted confidentid daaabout their network operations for the fourth quarter of 2005. Going forward, the
report will be updaed on aquarterly basisin an atempt to identify trendsover time.

Fourth Quarter 2005

N umber of Mailboxes Represented 127.200 Million
N umber of Dropped Connections 61342 Billion
N umber of Blocked/ Tagged Inbound Emails 142.534 Billion
Number of Unaltered Delivered Emails 36.593 Billion
Selected Ratios
Dropped Connections per Mailbox 482
Dropped Connections per Unaltered Delivered Email 168
Blocked/ Tagged Inbound Emails per Mailbox 1120
Blocked/ Tagged Inbound Emails per Unaltered Delivered Email 39
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Metrics:

The metrics that can be derived from thefirst quarterly report for the 4Q2005, based on 127 million
mailboxes, include

a Approximately 500 dropped connections per mailbox

Morethan 1.5 dropped connections per undtered ddivered emall

More than 1,000 blocked/t agged inbound emails per mailbox

Approximately 4 blocked/ tagged inbound emails per undtered ddivered email or 80%

If we factor in 1 ausive email per dropped connection, the ratio of blocked/t agged inbound
emails per undtered ddivered emall increasesto 5.6 emalls or 85%
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What is Being Measured?

1. Number of Mailboxes Represented - Thisisthetotd current customer mailbox count a the end of
the quarter. (million of mallboxes)

2. Number of Dropped Connections - Thisisthetotd number of connections dropped by usng RBLs
(Red Time Blacklists) and other devices. (sum of three months of dropped connection in billions)

3. Number of Blocked or Tagged | nbound Emails - Thisis the totd number of emails blocked or
tagged usng ASAV (Anti-Sam/A nti-Vird) framework, MTAs (Mall Transfer Agents) and other
recipient or message based rules, but does not include MUAS (Mail User Agents). (sum of three months
of blocked or tagged inbound emails in billions)

4. Number of Unaltered Delivered Emails - Thisisthetotd number of emallsthat have not been
blocked or tagged in any way by the network operator@ anti-abuse efforts and have been ddivered to
customers. (sum of three months of undtered ddivered emailsin billions)

Explanatory N otes:

1. Abusive Emails: The one thing this report does not attempt to define is Gpam.OEven though agresat
ded of time and energy has been devoted to clarifying this term, there is no universdly accepted ddinition.
The precise definition of spam differs dightly from jurisdiction to jurisdiction in accordance with loca
laws. For example, in Europe and Canada, spam is based on an (opt-inOapproach, whereas the United
States has adopted an (opt outOapproach. Nevertheless, most would agree that GpamOcan be defined as
electronic communicationsthat likely are not wanted or expected by the recipient.

What is more, in working to reduce spam, the industry has become increasingly focused on the behavior
of the sender ingtead of only looking a the form or content of amessage. In thisreport, therefore, we
measure Gbusive email,Owhich we believe to be amore accurate term. Abusive emails are
communications tha seek to exploit the end user.

2. False Positives. Given the massve volumes of emall that transverse the networks everyday, one of the
chalenges facing | SPs and network operaorsis how to differentiate between abusive, unwanted emails
and legjitimate messages sent to alarge number of recipients. A Gdse positiveOis the term generaly used
to describe legitimate messages tha have been blocked or tagged by a spam filter or other mechanisms
intended to stop abusive emall. Theissuestha arise in the context of accurady defining and accounting
for fdse postives are amilar to those associated with defining spam. Therefore, this report does not
atempt to account for any Qdse postives,Oleaving that assessment to others.
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3.1SP & Network Operator Data: Asnoted aove, this aggregated data has been obtained exclusvely
from | SPs and network operators who are members of MAAWG. |t does not includeinformation
generated separately by anti-abuse solution providers or vendors.

4. Minimum Number of Mailboxes: Thisemall metrics program is based on aminimum threshold of 100
million mailboxes as we believe this number is satigticdly sgnificant.

5. Dropped Connections: A dropped connection occurs before the number of recipients or emallsis
known. It istherefore impossble to deermine how many abusive emalls per dropped connection were
prevented from entering the network. Moreover, when aconnection is prohibited, i.e. Gl routed Othere
IS no connection to count and so these are not factored in the number of reported dropped connections.
Asareault, alikely substantid amount of abusive emall is never counted. However, it would be
conservative to say tha each dropped connection correspondsto & least one abusive email. This metric,
though imprecise, in and of itself gives asense for the magnitudeof the amount of abusive emails which
are not even penetrating the operator®@network.
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