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Executive Summary

MAAWG isaleading trade association dedicated to fighting online abuse through aholistic gpproach tha includes
collaboration, technology and public policy. Thisreport to the members summarizesthe strategic activities
undertaken in this regard as MAAWG continued to grow in 2006 and outlines the work in progress going into 2007.

Over the past year, MAAWG grew by 60 percent, adding both vendor companies and a dozen new network operators
and mailbox providersincluding 1&1 Internet AG, AT&T, Microsoft, O2, Outblaze, Rogers Cable, Telusand Time
Warner Cable. The organization now has 87 membersfrom Asia, Europe and North America

With this growth, MAAWG initiated itsfirst statistica reporting program. The organization® Email Metrics Report is
avoluntary program based on accumulating aggregated datafrom member | SPs, network operators and mailbox
providers. It wasdeveloped to determine the levels of abusive emails crossing the I nternet without violating any
participant® privacy policies. The quarterly reports now cover over 435 million mailboxes worldwide and reflect the
membersQwillingness to cooperate as they work against online exploitation.

MAAWG aso brought together the operator community with industry vendors at three international meetings. High-
level government and | nternet agency representatives took to the podium at these meetingsto explan key policies and
to propose government-industry cooperative efforts addressing the pressing concerns of online safety. The meetings
aso featured technica presentations and panel discussions on vital and timely issues relating to spam, email abuse and
online fraud, covering topics as diverse as updates on phishing, botnet and zombie techniques, discussons on red
world abuse trends, domain reputation, sender authentication and marketing fraud. The forumsincluded both open
sessions and private meetings for | SPs or members only.

The collaborative discussions a the generd mesetings continued through ongoing work in various MAAWG
committees and specia interest groups. Asareault, in 2006 the organization issued severd best practices
recommendations, formed two new subcommitteesto address sender and botnet issues, and established cooperaive
relationships with other international organizations focused on ensuring a secure and productive flow of online
information. To support the technicd efforts, MAAWG continued to retain expert technical advisors and has aso
added gaff to assist in managing ongoing committee projects.

Email abuse is not solely the responsibility of any single | SP or vendor. It can only be diminished through
cooperative industry efforts. Looking forward to 2007, we invite members and prospective membersto propose work
areas and become involved in the MAAWG standing committees. For more information or detals on any of the
programs described below, contact Jary Upton, MAAWG Executive Director a jerry.upton@VIAAWG .org.

Messaging Anti-Abuse Working Group
P.O. Box 29920 ! San Francisco, CA 94129-0920 ' www.MAAWG.org ! info@MAAWG.org
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|. COLLABORATION Acrossthe Industry and I ndustry Participation

A Growing and Globally Diverse Membership

MAAWG continuesto develop as an important and internationd gathering of industry leaders. Over the last year, 32
new affiliates joined, growing the organization by over sixty percent. As of mid-December, 87 companies and
business entities were members of MAAWG, including asignificant number of Internet Service Providers, network
operaors and mailbox providers.

The organization dso has expanded its global reach. Of the 12 new network operators who joined in 2006, one was
from Ada, four were from Canada, four were from Europe, and three were from the United Sates. Overdl, about a
guarter of the growth in 2006 came from new membersin Europe with another twenty percent from companies tha
are headquartered in Canada. Asaresult, dmost 30 percent of MAAWG members are based outside of the United
Saeswhere the organization is headquartered.

Extensive Participation at Meetings

Over the last year, MAAWG held generd mesetingsin Brussdls and San Francisco and amembers-only gathering in
Toronto, attracting between 175 to 185 participants from more than 70 companies and organizationsto each event.
These mesetings featured an expansive multi-day agenda with expert speakers addressng public policy, technology,
marketing, global enforcement and the cultural aspects of building aviable and trustworthy online experience. The
Toronto members-only meeting provided an opportunity for operatorsto meet with each other, with vendors and
with sender organizations in closed-door discussionsfocused on fighting spam and abuse.

In June, MAAWG co-located its Seventh Genera Meeting in Brussels with the Anti-Phishing Working Group
(APWG), holding severd joint sessions. The cooperative meeting resulted in the approva and release of the GAnti-
Phishing Best Practicesfor 1 SPs and Mailbox ProvidersO

MAAWG sought out interesting and informative presentations for dl of these events, and offered expert speakers and
pandlists at the meetings with the influence and knowledge to initiete change in the industry. Among the public policy
and technology research agencies participating in the 2006 MAAWG mestings were:

" ENISA (European Network and Information Security Agency) - Carsten Casper

European Commission DG Information Society and Media, B.1 Policy Development - Philippe Gerard

" Federd Bureau of Invedtigation (FBI)

Georgial ngtitute of Technology College of Computing - David Dagon

Government of Canada, Fair Business Practices Branch, Competition Bureau - Andrea Rosen,
Assigant Deputy Commissioner

Offices of Homeland Security

Industry Canada | nternet Policy, Electronic Commerce Branch - Richard Smpson, Generd Director, and
Serge Presseau, Senior Policy Advisor

Internet Research Task Force Anti-Spam Research Group BJohn Levine, Chair

ITU Srategy and Policy Unit, Internationa Telecommunication Union - Robert Shaw, Deputy Head

ITU Teecommunication Development Bureau (BDT) Regulatory Reform Unit - Susan Schorr,
Regulatory Officer
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I1. BEST PRACTICESand Committee Initiatives

MAAWG is concerned with al forms of online abuse and the organization® gpproach to fighting abuse is seen in the
variety of its committees, including the MAAWG Anti-Phishing S G and its Collaboration, Public Policy and
Technical committees. Botnet/ Zombie and SendersGsubcommittees also were formed last yeer.

The MAAWG committees tackled anumber of controversial and difficult issues over the year. At the end of 2006,
work wasin thefinal stages for these processes.

" Senders Best Communications Practices
Designed for high-volume mailers, these recommended practices were developed to enhance the transparency of
legitimate messages. The public review and comment period ended D ecember 22 and afina draft is expected
ealy in 2007.

Contact Database

Thisis adatabase of blind contact information that will be made available only to MAAWG membersto provide
direct communications with fellow | SPs, network operators and other MAAWG members. Thisinformation is
intended to assist in resolving filtering, reputation and abuse issues.

Abuse Reporting Format

A common format for reporting abusive emails anong | SPs and network operators has been completed and
implemented by many MAAWG members. This program hasimproved operatorsCability to react to new atacks
and increased cooperative information sharing among |SPs. A paper describing the rationae behind this effort
and outlining red-world experiences is underway.

In 2006, MAAWG committees completed and issued the following work:

" BIAC-MAAWG Best Practices Expansion Document
At theregquest of the OECD Task Force on Spam, MAAWG worked with the OECD Business and Industry
Advisory Committee (BI AC) to augment guidelinesfor the internationd community of Internet Service Providers
and network operators. These guidelines are now part of the OECD Anti-Spoam Toolkit of Recommended
Policies and Measures.

" Anti-Phishing Best Practices for | SPs and Mailbox Providers
Recommended practicesfor 1 SPs and network operators, jointly authored with the Anti-Phishing Working Group

" MAAWG - Managing Port 25
Recommendations written by and for | SPs on limiting spam by managing Port 25 operaions

MAAWG Senior Technica Advisors worked closely with MAAWG committees during the year. They aso provided
expert insight on panels and presentations a the MAAWG generd and members-only meetings. These advisors
include David H. Crocker, Principad of Brandenburg | nternetWorking who isrecognized for his pioneering ARPAN&t
work in the 1970s. He has developed severd start-ups and has taken aleading role in developing and promoting
many Internet standards. John R. Levine has written severd books on fighting spam, chairsthe | RTF Anti-Spam
Research Group and stson the boards of the Codlition Againg Unsolicited Commercid E-mail (CAUCE) and
CAUCE Canada. Heis Founder of Taughannock Networks. Chris Lewis of Nortel and Jee & Sauver of the
University of Oregon are expertsin email technology and processes. David Dagon of Georgia Tech Universty
provides key knowledge in the fight againg botnets, and Larry of Spamhaus continues as an expert in the global anti-
spam efforts. We also gppreciate the past contributions of Meng Weng Wong as a senior advisor.
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I11. PUBLIC POLICY and Outreach

The MAAWG committee responsble for public policy efforts primarily focused on four activities during 2006. The
committee leadership was ingrumentd in driving the development of the MAAWG Email Metrics Report, originaly a
request from the Organization for Economic Cooperation and Development (OECD). The committee dso invited
government and I nternet agency executives from severd countriesto speak at MAAWG meetings during the year (see
CCollaborationOabove), establishing a didogue with important enforcement and industry entities. In addition, the co-
chairs helped forge new relationships with other international organizations and extended themsdlvesto speak on
behdf of MAAWG a industry meetings.

Email Metrics Report

Awae of the need for an independent, unbiased perspective on the problem of abusive email, MAAWG initiated a
quarterly reporting system in 2006 to track levels of disruptive email and identify trends. The CEmail Metrics
Program: The Network OperatorsCPerspectiveOis a voluntary program that seeks to recognize trends by collecting
aggregated datafrom MAAWG member companiestha arefirst and second tier network operators, I nternet Service
Providers or mailbox service providers worldwide without violating any participant® privacy policies. The first Emal
Metrics Report was issued in March 2006 and covered the fourth quarter of 2005 with datafrom 127 million
mailboxes. Thethird report wasissued in November 2006 for the second quarter of 2006 and included datafor 435.6
million boxes. Thisincrease reflectsthe growing number of |SP membersin MAAWG.

Asaserviceto theindustry, MAAWG intendsto continue gethering the voluntary data and issuing quarterly reports
to define the levels of abusive emails. These reports estimate both the quantity of abusive emails crossing networks
and the percentage that is diminated through various tools and procedures.

Industry Outreach

It is clear that reducing abusive email requires cooperative effortstha cut across globa boundariesand isa
responsibility shared among government and industry coditions. Through its Public Policy Committee, MAAWG
reached out to various organizations during the year to establish ongoing relaionships, share expertise and educae
the industry.

" Internet Governance Forum (I GF)
Jaathan Curtis of Bdl Canada, MAAWG Board Chair, participated in the OECD panel a the IGF in Athens,
Greece. The IGF was afollow on to WS S (World Summit on the Information Society, 2003-2005), where
MAAWG was ds0 involved.

Organization for Economic Cooperation and Development (OECD) and Business and | ndustry
Advisory Committee (BIAC)

Asnoted, MAAWG co-authored best practices for network operators with BI AC, which represents the industry
a OECD. BIAC represents over 8 million companies within 30 OECD member countries. MAAWG dso
continuesto work closaly and directly with the OECD, which is headquartered in Europe.

ITU Telecom World 2006

Luc Mathan of France Tdecom, MAAWG Board Member and Public Policy Committee Co-Chair, presented at
the ITU Teecom World 2006 in Hong Kong as part of an anti-spam workshop. The event was organized by the
ITU Srategy and Policy Unit to raise awvareness of the national, regiond and internationd initiatives engaged in
countering spam and related threas, and to consider working toward acooperation agenda.

London Action Plan (LAP) and the European Contact Network of Soam Authorities (CN SA)

Mr. Mathan adso provided background on the organization as part of ajoint LAP-CNSA meeting in December
hdld in the Brussalsfacilities of the European Commission. The meeting was attended by severd European anti-
spam organizations.
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V. 2006 BOARD OF DIRECTORS

These companies contributed to the leadership of MAAWG in 2006:

" AOL " France Telecom

" Bdl Canada " GoodMail Systems

" BdlSouth " Microsoft Corporation

" Chater Communications " MX Logic

" Cablevision " Openwave Systems

" Cloudmark, Inc. " TimeWarner Cable

" Comcast " Verizon Communications
" Cox Communications " Yéhoo! Inc.

" Eathlink

MAAWG aso recognizes and appreciates the investment of time and resources from Return Path, SrongMail
Sysems, CheetahMail and Bizangafor their volunteers who chaired committees and subcommitteesin 2006.

IV.AN INVITATION: LOOKING FORWARD TO 2007

While the MAAWG committees have been wel organized and effective in completing their goalsfor 2006, thereis
much work ahead. Asthe Email Metrics Reportsindicate, abusive email accounted for nearly 80 percent of the treffic
on the Internet in 2006.

The MAAWG Board strongly encourages you to participate in the ongoing work for 2007 by attending meetings,
joining committees and participating on committee mailing lists, adopting MAAWG Best Practices when applicable
and submitting proposalsfor new work. All of the documents noted in this report are available a the MAAWG Web
ste, ww.MAAWG.org. We urge you to use the resources on both the public site and those available through your
members-only accessto your best advantage.

MAAWG bringsthe industry together in the fight against online abuse and weadl gain by creating auser experience
that promotes confidence and trust. Your participation isimportant and will contribute to the betterment of the
online experiencefor dl of our users.



